
Colorado ID on Mobile Device (mDL)



Agenda

1. What is Colorado ID in Wallet
2. Why is Colorado ID in Wallet 

good for me? 
3. How does it work? 
4. Getting started!



AAMVA Mobile Driver License

Digital Identification Solutions

Currently, there are two separate Digital 
Identity solutions in Colorado. Colorado was the 
first to implement a mobile app-based Digital 
Driver's License (dDL) technology with the 
Colorado DMV as the designated Issuing 
Authority and identity management via the Open 
ID Connect (OIDC) standard.  

Mobile Drivers License (mDL) is the 
international standards solution based on 
ISO/IEC 18013-5 approved in 2021.  Colorado 
launched the Colorado ID in Apple Wallet & 
Watch November 9, 2022 and Google Wallet 
October 24, 2023. Active conversations are 
underway on how best to expand this 
functionality to other major mobile phone 
operating system wallets. 

Colorado 
ID

myColorado

https://www.aamva.org/topics/mobile-driver-license#?wst=4a3b89462cc2cff2cbe0c7accde57421


*Map represents mDL Activity Jurisdiction have 
reported to AAMVA

Direct Link

Adoption

● Global Adoption of mDL Digital 
ID Standards underway

● 23+ US states issue mDLs today.
● mDL accepted across at over 250 

airports across all 50 states
● Apple, Google and Samsung 

have committed biometrically 
protected mDL access in their 
native wallets. 

https://www.aamva.org/jurisdiction-data-maps#anchorformdlmap


Mobile Drivers License (mDL)

Colorado ID, mDL, is a mobile 
digital credential built from 
the ground up with user’s 
privacy & control in mind 
based on ISO/IEC 18013-5 
published in 2021. 

ISO/IEC 18013-5 standard 
provides mechanism to 
obtain and trust the data 
from a mobile drivers license 
(mDL).

AAMVA Mobile Driver License

https://www.aamva.org/topics/mobile-driver-license#?wst=4a3b89462cc2cff2cbe0c7accde57421


mDL Security - Meets New Standards

Biometric verification provides a higher level of security than 
traditional authentication methods like passwords, PINs, or 

security tokens. Biometric characteristics are unique to each 
individual and cannot be replicated or stolen easily.

mDL’s protected by biometric verification in Apple, 
Google, Samsung Wallet

● Sensitive Personally Identifying Information 
(PII) data is protected both on the device and 
during transit to the reader.

● Data security and privacy guarantees are in 
place. Servers do not store any sensitive PII 
data.

● The user is in full control of who the data is 
shared.

● The mDL is accessible through the App Wallet 
at no cost on the users device. The user can 
add or remove the Colorado ID at any time.  



Comprised of the same data elements that 
are used to produce a physical driver 
license or ID. 
● Has the ability to be used in lieu of a 

physical card

User must consent to release of data to the 
relying party. 

Examples:
● Date of Birth can be hidden, but age 

(verifying over 21) is available.
● Gender can be hidden. This can assist 

with preventing discrimination

The data is transmitted electronically to a 
relying party’s reader device and 
authenticated. 

Colorado ID (mDL) Convenient, Private, Trusted

mDL offers safe, 
secure, and trustable 

technologies that allow 
for completely 

touchless transactions, 
selective information 

release, data 
protection, and more!

How does it work?

https://learn.wallet.apple/id


Privacy & Security - Throughout the Experience

Sole objective is to facilitate 

issuance between users and ID 

issuers. Identity attributes are not 

used for any other purpose.

● Collect and send only the 

minimum required data

● Collected data is not 

retained after the issuance 

decision has been made,

● Data in transit between 

Colorado DMV and requestor 

and is secure from 

interception

Users are always in control of who 

their data is shared with. Issuers 

are out of the loop.

● Authentication required to 

share identity attributes

● Users review requested fields 

before sending

● Users should never hand 

their phone to anyone

● Data on who a user presents 

their ID with is never shared 

with anyone

Credentials are stored securely. 

Users and issuers have 

safeguards for management. 

● Credential is stored 

encrypted on-device and 

can only be accessed 

with user authentication

● Credentials are based on 

short-lived keys to ensure 

freshness

● Users and issuers have the 

ability to delete the 

credential remotely.

Provisioning Presentation Lifecycle



Getting Started with the myColorado™ mDL Reader

● Free, unlimited age verification for over 18 or over 21

○ Download or open the myColorado app

○ Sign in or tap ‘Skip for now’

○ Select the ‘More’ tab

○ Toggle on ‘mDL Reader’ and follow instructions

● Provide feedback via the app or contact Customer 

Support

● Find out more at: 

mycolorado.gov/app-services/mdl-reader

https://mycolorado.gov/app-services/mdl-reader


Getting Started: Credence ID Tap2iD Mobile™  

● Free and Unlimited Access: Businesses can 
scan physical DLs and mDLs for age 
verification without any cost, including 
access to the Verify With Credence™ 
Management Portal

● Seamless Interoperability: Our solution is 
compatible with all wallet providers and 
meets ISO-18013-5 standards, ensuring 
smooth privacy-preserving transactions 
every time.

● No Additional Hardware Needed: Tap2iD 
Mobile™ is available on both iOS and 
Android devices.

https://play.google.com/store/apps/details?id=com.credenceid.phoneverifier&hl=en&pli=1
https://apps.apple.com/us/app/tap2id-mobile/id6446473360


Getting Started: Credence ID Tap2iD Verifier™  

● Effortless ID Verification: Tap2iD Verifier™ 
provides businesses with a dedicated 
device for quick and accurate scanning of 
physical and mobile IDs, instilling 
confidence in customers and staff alike

● Plug-and-Play Design: Easy to use and 
simple to set up, requiring minimal training, 
making it ideal for businesses of all sizes.

● Enhanced Trust and Control: A standalone, 
purpose-built device assures customers of 
secure and privacy-focused transactions, 
while businesses can manage devices and 
ensure compliance through the Verify With 
Credence™ Management Portal.

https://calendly.com/digital_id


Tap2iD Verifier™ in Action

https://docs.google.com/file/d/1rI_MJgvw9oWHc7Zw6a1Mnd11z-jUHS56/preview
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https://www.linkedin.com/posts/chrisgoh_vc-wireless-credential-activity-7248327136875315200-C4u4?utm_source=share&utm_medium=member_desktop
https://www.linkedin.com/posts/joel-semmelhack-169352b_mdl-applewallet-mattr-activity-7258548556666429440-f_Tz?utm_source=share
https://www.youtube.com/watch?v=71dZ_iSsp64
https://www.linkedin.com/posts/chrisgoh_vc-wireless-credential-ugcPost-7248327107364184064-HZcn
https://upload.mattrlabs.com/a/669f02a7af68cc2f645847cb/p6nayk5rpgu5tebhjt0s4bx5-wiretransfer.mp4
https://upload.mattrlabs.com/a/669f02a7af68cc2f645847cb/kf6vickp04ugpayw98vggmwl-bankaccountopening.mp4
mailto:adam.lemon@mattr.global
http://mattr.global


Getting Started - IDEMIA Mobile ID Verify

https://idemia-mobile-id.com/about-mobileidverify

https://apps.apple.com/us/app/mobile-id-verify/id1490981071
https://play.google.com/store/apps/details?gl=US&hl=en_US&id=com.idemia.idverify.android
https://idemia-mobile-id.com/about-mobileidverify


Denver, Colorado

Thank you for your support
For More Information Please Contact: 

Michael.Phibbs@state.co.us, Michael.Arrington@state.co.us, Benjamin.Mitchell@state.co.us

Please Scan to Access This Presentation

mailto:Michael.Phibbs@state.co.us
mailto:Michael.Arrington@state.co.us
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