


Webinar Community Norms

Please note this event 
will be recorded.

(Transcription and slides will be 
available)

Use raise hand function to 
ask questions during Q&A 
or drop them in the chat.

Please stay on mute 
unless you're presenting 

or asking a question 
during Q&A.

 

Be kind in the chat and 
respectful in your
communication.

Join the Digital Benefits 
Network!

Follow: @BeeckDBN
LinkedIn: DigitalBenefitsNetwork
Subscribe: https://bit.ly/3VU446Z 
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https://bit.ly/3VU446Z


The Digital Benefits Network supports government in 
delivering public benefits services and technology that 

are accessible, effective, and equitable in order to 
ultimately increase economic opportunity.

SNAP  |  WIC  |  Medicaid/CHIP  |  TANF  | Basic Income | UI  | Child Care

Peer Communities 
of Practice

Actionable Research
& Resources 

Ecosystem 
Coordination

Curation of 
Info & Tools

Learning & 
Futures



Organizations Helping Bring Attention and Resources to State 
Customer Experience Work





Webinar 1: Principles to Improve CX
Quick Recap!



Webinar 1: CX Principles
Personalization, Consistency, Seamlessness



Webinar 2: Recap!
Examples of CX Metrics for Decision Making



OMB Federal Customer Experience

A-11 280 encourages a comprehensive metrics picture
280.5 – Metrics to analyze digital services 280.7 – Measuring customer experience

✔ Use a digital analytics program (such as GSA’s DAP, Google Analytics, 
etc.) to capture data from customer actions, such as button and link 
clicks, page views, and transactions

✔ Attach timestamps to data points to trace user journeys and analyze 
behaviors over time

✔ Collect web data in a structure/format that makes quantitative 
analysis possible

✔ Build, update, and use digital analytics data dashboards and 
visualizations for decision-making

Measurement is one of several core functions of managing CX (among 
Governance and Strategy, Culture and Organization, Customer 
Understanding, Service Design and Improvement). Organizations should:

✔ Define and institute CX outcome measures, as well as service 
operational measures, to ensure accountability for improving service 
delivery 

✔ Use this data to communicate performance across the organization 
and to the public

✔ Routinely analyze and make use of this data for decision-making

280.9 – How do we know if services are working? 280.10 – CX in Annual Performance Plans

✔ Structured and unstructured customer research (e.g., surveys, focus 
groups, customer observations, social media reviews, etc.)

✔ User feedback activities (e.g., prototypes, A/B testing, customers 
reacting to plain language rewrites)

✔ Post-transaction feedback (e.g., surveys occurring generally within 
48 hours after the service interaction occurs)

✔ Data-driven decision-making, goal setting, and strategic planning 
(e.g., leadership using administrative, systems, digital analytics, 
post-transaction feedback, etc.)

Annual Performance Plans should include indicators for outcomes 
related to customer experience and relevant service levels appropriate 
to their program, including:

✔ Customer feedback data

✔ Service level indicators (e.g., wait times, website analytics, etc.)
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(Build the pipes)

(Check the water bill)

(Is the water too hot? Too cold? Right pressure?)

(Turn the faucets on and off)

A-11 280 encourages a comprehensive metrics picture



Research Context, and Teeing Up What’s Next

DBN’s Work on Digital Identity



beeckcenter.org/ID





To promote U.S. innovation and industrial competitiveness by 
advancing measurement science, standards, and technology in 
ways that enhance economic security and improve our quality of life

Credit: ©Earl ZubkoffNIST is the US Government’s premier agency for measurement, research, and 
standards development. NIST is not an oversight or enforcement agency.

NIST Mission



NIST’s role in cybersecurity began in 1972 with the development of the 
Data Encryption Standard. Over the last 50+ years we have worked to:

Develop technical standards, guidelines, and associated testing 
programs designed to support real-world implementations;

Work with industry, academia, civil society, and governments to identify 
timely and effective solutions to meet regulatory, procurement and policy 
objectives;

Promote standards and standardization systems that enable innovation 
and foster US competitiveness; and

Facilitate international trade and advocate for the avoidance of 
unnecessary obstacles to trade.

Cybersecurity (and Privacy!) at NIST



NIST’s Role in Digital Identity

The NIST Digital Identity Program is a multi-disciplinary team of IAM Experts, 
Cryptographers, Mathematicians, Privacy Engineers, Policy Advisors, Usability Specialists, 

and Biometrics Experts who contribute to…

Technical Guidance
Ex: Digital Identity Guidelines (SP 
800-63, Revision 4 in progress)

Standards
Ex: ISO/IEC 18013 (mDL); 
FIPS 201 (PIV); FIPS 203, 204, 205 
(PQC FIPS)

Research
Ex: Research projects on attribute 
validation, PETs

Metrology
Ex: Measurement research and 
evaluation across system 
performance areas (e.g., fraud 
indicators, security, equity, usability, 
privacy) and technologies (e.g., 
biometrics)

Accelerator Projects
Ex: NCCoE projects on mDL, ZTA



Digital Identity Guidelines: Overview 
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• Provides the foundational requirements for federal agencies to conduct digital 
identity management 

• Provides assurance levels for the three components of a transaction: identity 
assurance, authentication assurance, federation assurance

• Provides considerations for enhancing privacy, usability, and equity of digital 
identity services and technology. 

What are the Digital Identity Guidelines?

• Directed by successive Federal Policies, most recently OMB Memo 19-17
• Codified by CHIPS and Science Act Mandate 
• Critical to protecting digital services and data for enterprise and public uses 

Why do we maintain these Guidelines?

• Foundational research into core identity technologies: biometrics, risk scoring, 
digital credentials, and much more. 

• Collaboration with industry, academia, and government: workshops, multi-lateral 
engagement, open public comment periods. 

How do we develop these guidelines?



Public Benefits Threat Environment

Brute Force & 
Automated Attempts

SIM Swap & Device 
Compromise

Biometric Spoofing & 
Injections 

Social Engineering & 
Scams

Phishing, SMShing & 
other ishing

Fake IDs & ID Theft 

Synthetic Identity 
Generation  

Tactics, Techniques, and Procedures Motivations

- Direct Financial Gain 
(e.g., Claiming financial 
benefits)

- Indirect Financial Gain 
(e.g., sale of PII)

- Political opposition or 
statements

- Some people just want to 
watch the world burn



What Are Assurance Levels?
Action Seeks to answer the question

Identity Proof (IAL)
Volume A

Who are you?
Identity proofing provides confidence that the person you are 
granting an account to is the person they claim to be. 

Authenticate (AAL)
Volume B

Are you the same you?
Authentication provides confidence that a returning user is the same 
person to whom you granted an account. 

Federate (FAL)
Volume C

How do I tell other authorized parties about you?
Federation allows for the transmission of identity data to partners 
inside and outside your organization. 

Assurance levels provide baseline control sets to achieve a defined set of control objectives… 



Assurance Levels –  Control Objectives

Negligible Level 1 - Low Level 2 - Moderate Level 3 - High

Identity 
Assurance

No Proofing Limit highly scalable attacks. 
provide protection against 
synthetic identity. Provide 
protections against attacks 
using compromised PII.

Limit scaled and targeted 
attacks. Provide basic 
protections against evidence 
falsification, evidence theft, 
and social engineering.

Limit sophisticated attacks. 
Provide advanced protections 
against evidence falsification, 
theft, repudiation, and social 
engineering attacks.

Authenticatio
n Assurance 

No Authentication Provide minimal protections 
against account take-over 
attacks. Deter password 
focused attacks.

Provide increased protection 
through multi-factor 
authentication. Offer 
phishing-resistant options.

Provide phishing resistance 
and verifier compromise 
protections.

Federation 
Assurance

No Federation Provide protections against 
forged assertions.

Provide protections against 
forged assertions and 
injection attacks.

Provide protection against 
Identity Provider 
compromise.



Rev. 4 Updated Risk Management Process 

Define the Online 
Service

Conduct Initial 
Impact Assmt.

Select Initial 
Controls

Tailor & Finalize 
Controls

Continuously Evaluate & Improve

Identification and management of risks are presented along two dimensions: 

Dimension 1: Risks to the online service Dimension 2: Risks from the identity system
Informs Initial Controls Selections Informs Tailoring & Final Controls 

Implementation
What are the identity-related risks associated with 

a compromise of the online service? 
Seeks to answer: What are the risks posed by an 

identity system at the initial assurance level if 
implemented? 

1 2 3 4

5

New

!

New

!

Pass rates/Failure rates

Suspected/confirmed fraud rates

User feedback & help desk 

Redress response times, 

Proofing time to completion 

AuthN & proofing types  



Identity Risks and Mitigations Fall Along a Spectrum

Risks to public benefits systems vary in terms of potency and complexity. 
The approaches available to address them are varied as well:

Phone Financial Work ID License/Passport mDL

❖ Send One Time Code 
❖ Authenticate to 

Operator Account

❖ Execute 
micro-transaction 

❖ Authenticate to 
Bank Account

❖ Authenticate to 
Work Account

❖ Physically compare 
image 

❖ Biometrically 
Compare image 

❖ Physically compare 
image 

❖ Biometrically 
Compare image 

❖ Send code to 
physical address

❖ Authenticate to 
wallet send signed 
data 

❖ Present signed 
image for physical 
comparison

With evidence-based approaches, strength improves based on: 
ISSUANCE (of evidence), VALIDATION (authenticity), and VERIFICATION



Opportunity: Digital Identity for Public Benefits

Digital Identity for 
Public Benefits

Profile of SP 800-63

Voluntary resource tailored to 
public benefits programs that 
supports human-centered and 

risk-based approaches to identity 
management and that 

incorporates the perspectives 
and experiences of practitioners 

and beneficiaries

Public Benefits 
Programs

(final selection in consultation)

Access + Security
Considerations



Why Public Benefits Programs?

Digital services for public benefits programs need to be both accessible and secure 
— a key challenge in Identity and digital government.

The Need for Access…
- Individuals’ health and 

livelihood are often 
dependent on timely access 
to public benefits programs

 
- Services can be critical to 

financial health and 
inclusion

- They are often a basic right 
afforded to residents and 
citizens 

 

The Need for Security…

- Benefits systems may be the 
target of sophisticated attacks 

- The data benefits systems 
collect, maintain, and make 
available is often highly 
sensitive and personal 

- For cash-equivalent programs, 
money can be stolen from 
government systems 

Identity needs to support both…



Collaborative Project: Digital Identity in Public Benefits 
Delivery
● Collaborative project between NIST, DBN, and the Center for 

Democracy and Technology (CDT) to develop a “profile”
○ In the context of this project, the term “Community Profile” or 

“Profile” describes an example implementation of the common 
taxonomy and processes found in the NIST Digital Identity Guidelines. 

● Extensive stakeholder engagement over 12+ month timeline
● Currently narrowing program focus and deliverables based on 

stakeholder input



Collaborative Project: Digital Identity in Public Benefits 
Delivery
● First virtual workshop on August 1 to inform benefits program focus 

and project deliverables, for 100+ stakeholders

● Early takeaways: 
○ Interest in focusing project to address integrated public benefits 

applications (applications that allow users to apply for multiple 
programs)

○ Emphasis on prioritizing access and technology challenges 
beneficiaries may face



Get Involved
Sign-up to receive updates and 
event invitations on the 
collaborative project with NIST and 
CDT
● https://beeckcenter.org/digID_p

roject_form

Coming Fall 2023: DBN’s Digital 
Identity Community of Practice
○ Cross-sector + 

cross-benefits programs
○ Additional learning and 

information sharing 
opportunities

https://beeckcenter.org/digID_project_form
https://beeckcenter.org/digID_project_form


Utilizing Live Claimant Observations to 

Improve CX
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Project Outline August 14, 2024

• Goal: 
• To better understand the claimant filing process and identify pain points

• Which specific touchpoints in the UI claim filing experience are burdensome and confusing for 
claimants, preventing them from finishing their application (or from applying correctly)?    

• What aspects of claimants’ experiences matter most to successfully completing, submitting, and 
receiving UI benefits?    

• Prior to applying, where and how do claimants seek information about the initial UI application process 
and UI benefits in general?

• Recruitment: 
• Claimants filing in-person in regional offices the state (Peoria, Rockford, Harvey, Pilsen, and Mt. Vernon)
• Informed consent disclosure, ensuring an understanding in research participation

• Participating in the research was completely voluntary     
• Participating (or not participating) would not impact the outcome of their UI claim    
• Personally identifiable information (PII) captured by the state’s recordings of the research sessions 

would be protected and the PII would be removed from the recordings by the state     
• They could opt out at any point in the research session, whether or not their session was complete 



Research Sampling & Design August 14, 2024

• The baseline target was to recruit five participants for research in the span of a 
week—with the plan of observing each claimant go through the online claim filing 
process from start to finish. 

• With the support from IDES field offices, thirteen participants were recruited for 
observation and research. 

• The variety of claimants exceeded expectations in observing the many 
different individuals who file claims, giving us valuable insight into several 
different pain points and experiences in the process 

• Claimants filed in-person via IDES computer, with the assistance of field staff



Notable Observations August 14, 2024

• ID Verification Difficulty 
• Ilogin and application access

• Lack of claimant preparation and no prior website review
• The emotional burden taken on by the claimant
• Field representative “hacks” to complete application
• Accessibility issues

• Plain language
• At-home computer access

• Inaccurate survey data
• Claimants ticking that they had no difficulty with the application process, but we 

observed them needing field representative intervention at several points



Data Summarizing & Application August 14, 2024

• Using the redacted videos, we have utilized the data gathered from observation to inform several 
projects in UI modernization:

• Equity research
• Claimant portal modernization
• Plain language authoring

• These observations added important detail to already existing qualitative and quantitative data 
collected by our existing CX survey



Thank you!
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Making ID verification 
easier in New Jersey UI
How we took an agile, 
multipronged approach to improve 
customer experience

Ruthie Nachmany
New Jersey Office of Innovation and New Jersey Department of Labor 
Office of Unemployment Insurance Modernization 
August 14, 2024



Administering unemployment benefits in a way that 
balanced equity and fraud prevention became a top 
priority during the pandemic
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Submit 
application

ID verification

Weekly 
certification

Adjudication/ 
fact finding

PaymentBenefits 
determination

Journey map



Identity verification challenges 
became the top issue impacting 
timeliness metrics
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18% #1

Support calls about identity verification, 
which was also the most time intensive 
call reason

Issue our staff told us they were 
spending time helping claimants 
with

Citation of data sources would go here.

We heard from claimants and staff that users were struggling 
with identity verification 



Customer feedback

“I have verified my Identity 3 times already, and I have not received my 
check. Every time I login it states verify your identity.”

“Can I certify while waiting for id me to go through?”

“ I have verified my identity with id.me now I want to see where that status is on 
the nj dol site.”



Forum discussions



Some of the ways claimants got stuck

• Didnʼt know they needed to verify 
• Didnʼt verify on time and their claim got stuck, requiring agent support
• Thought they were verified but werenʼt sure and called the call center
• Thought they were verified but they werenʼt
• Were unable to complete the verification process
• Completed verification but our system didnʼt clear their claim
• Spent longer on phone calls with agents about ID issues

We realized the simpler we made this process, the more easily we could identify the truly 
fraudulent cases from the confused legitimate claimants. 
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We took a multipronged approach to improve the CX of 
identity verification
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✓ Improving communications 
✓ Timely messaging 
✓ Showing identity verification status
✓ Clearer error messages 
✓ Streamlining the process 
✓ Better FAQs
✓ Short links



Clear and actionable emails



Call to action based on ID verification status (and how we 
built this in an iterative way)



https://hosted-pages.id.me/njdolverify uid.nj.gov

Integrating with the ID verification API, hosting it on a state 
site, and using short links to simplify agent workflows

https://hosted-pages.id.me/njdolverify
http://uid.nj.gov


Adding a call to action on weekly certification



Adding an ID verification determination letter and 
simplifying the process of reopening a claim post appeal
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Measuring impact

● 20% improvement 
in claimants 
beginning 
verification 
immediately after 
applying

● 65% reduction  in 
calls about identity 
verification

● 65% improvement 
in resident 
satisfaction, 
correlating with the 
improvements in ID 
verification

● $65k/month 
recurring cost 
savings



Calls to action

• How can you learn from your users and support staff where users are struggling?
• If you could wave a magic wand, what CX improvements would you make?
• What is the smallest improvement you can start making today?
•  What CX issue can you tackle from multiple angles?

Resources
• Unemployment Insurance Email Template Kit 

https://www.figma.com/community/file/1242850667740493704/unemployment-insuranc
e-email-template-kit-v1-0

• FormFest 2023 Presentation on Design in the Front, Legacy in the Back: How we turned a 
legacy claim status form into an accessible, actionable information hub 
https://www.youtube.com/watch?v=kOeK3JGKzlA&list=PL65XgbSILalUf6CzPkhdd1mdF_
WJubns9&index=11 

https://www.figma.com/community/file/1242850667740493704/unemployment-insurance-email-template-kit-v1-0
https://www.figma.com/community/file/1242850667740493704/unemployment-insurance-email-template-kit-v1-0
https://www.youtube.com/watch?v=kOeK3JGKzlA&list=PL65XgbSILalUf6CzPkhdd1mdF_WJubns9&index=11
https://www.youtube.com/watch?v=kOeK3JGKzlA&list=PL65XgbSILalUf6CzPkhdd1mdF_WJubns9&index=11


Discussion & Questions
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Thank you!

Stay connected with us

@BeeckDBN 

The Digital Benefits Network

About the Beeck Center
The Beeck Center for Social Impact + Innovation at Georgetown University brings together students, 
expert practitioners, and extended networks to work on projects that solve societal challenges using 
data, design, technology, and policy. Our projects test new ways for public and private institutions to 
leverage data and analytics, digital technologies, and service design to help more people.


