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People across the United States regularly apply for and
manage their public benefits online. To use online
applications and portals, they may be asked to create a
username and account. In some cases, they may also
have to prove who they are by verifying their identity.
The Digital Benefits Network started researching digital
identity in public benefits in late 2022. Our research so
far has included:

Landscape research documenting
authentication and identity proofing practices

in initial online benefits applications;

A guide to federal government activities
related to digital identity; and

A review of promising digital identity design
patterns.
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We started this work because we recognize that digital
identity can present challenges for public benefits
applicants and beneficiaries. State agencies also face
challenges protecting beneficiaries’ information while

balancing access. In this updated primer, we:

Describe how identity proofing and
authentication show up in public benefits

applications; and

Outline equity and security concerns raised by
common identity proofing and authentication

methods.


https://beeckcenter.georgetown.edu/person/elizabeth-bynum/
http://beeckcenter.org/ID
https://beeckcenter.org/digid_guide
https://beeckcenter.org/digid_practices
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Identity Proofing +
Authentication in Public
Benefits Applications

Authentication and Account Creation

Authentication is how a service provider tries
to confirm that a person accessing an account

1s the same person each time. (Read more in

our glossary).

I i . bt b Authentication processes rely on a user
n some cases, the account registration process might be a . . o
’ & P & having established an initial account. The

quick sign-up with a username and password. Other DBN is interested in both:

processes are more involved, requiring phone numbers,
addresses, and other details. Some portals also use further

. . Account creation/registration, or the
account security measures for account re-access, like:

initial process of establishing a user
account with a service, like a benefits
One-time passwords sent via text message portal; and

or email, .
Authentication—the process of

Security questions, or authenticating access when returning

. . _ to an account.
Third-party authenticator applications.
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http://beeckcenter.org/digIDglossary
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Many benefits systems compare a person's identifying
information with outside sources to help understand
who an applicant is. (For example, the Integrity Data
Hub for Unemployment Insurance (UI). There are also
many data sources that agencies may use to understand
individuals’ and households’ income and eligibility.) In
some cases, applicants may also have to take active steps
to prove their identities. Sometimes this involves
knowledge-based verification (KBV). KBV presents

users with questions based on their personal

information, like credit history. In other cases,
biometrics are used, and applicants or beneficiaries
might have to upload a photo identity document and a
selfie. That selfie is then compared by an automated
system against the user’s photo ID. Account creation
and identity proofing, if used, often occur during an
initial application process. However, in some cases,
claimants may create an account after submitting an
initial application, or be asked to undergo identity
proofing after they’ve applied.

Prior to the COVID-19 pandemic, some benefits
portals already incorporated account creation and
identity proofing. The pandemic made online, remote
access to benefits applications and systems more
important than ever. As state agencies worked hard to
deliver benefits during the pandemic, they also
encountered new challenges. For example, state

workforce agencies were targeted by organized criminal

groups as new programs like Pandemic

Unemployment Assistance (PUA) were created and
existing safeguards, like employer verifications, were
removed. Many state workforce agencies responded by
instituting new identity proofing checkpoints.
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There 1s not much public data on how identity proofing
impacts beneficiaries, in Ul or other programs. There
1s, however, significant evidence from media and
advocates that identity proofing in UI programs created
barriers for claimants during the pandemic. Conducted
primarily through contracts with private-identity
vendors, identity proofing created delays for claimants,
introduced obstacles for people who lacked strong
internet access, exacerbated language access issues,
blocked individuals who lacked ready access to identity
documents, and raised due process questions as well as

data security and privacy issues.

Outside U, in their work with the Internal Revenue
Service’s (IRS) Volunteer Income Tax Assistance
(VITA) program in 2020, Code for America found that
88 percent of clients abandoned the process when
asked to complete identity verification through an
external portal. As legal scholar Michele Gilman argues,
groups who lack access to identity documentation or
have fewer resources to navigate online processes may

be most impacted.

How identity proofing and authentication operate
matters not just at the moment of an initial application,
but during renewal and recertification processes as well.
This became especially clear during the Medicaid
unwinding, when it was imperative that beneficiaries
could easily re-access accounts and cases to submit
information. For more on issues related to identity
proofing in Medicaid, see this publication from the
Center on Budget and Policy Priorities.


https://www.naswa.org/integrity-center/integrity-data-hub
http://beeckcenter.org/digIDglossary
https://www.codeforamerica.org/explore/bringing-social-safety-net-benefits-online/?_gl=1*1u6ik24*_ga*NTQ5MDQyMjY3LjE2ODYyNDI0Nzg.*_ga_E86H6WZB5K*MTcxMDUyNjM4NC4yMC4wLjE3MTA1MjYzODQuNjAuMC4w
https://www.justice.gov/opa/pr/justice-department-takes-action-against-covid-19-fraud
https://oui.doleta.gov/unemploy/pdf/Pandemic_Unemployment_Assistance_Improper_Payment_Rate_Report.pdf
https://www.abc10.com/article/money/edd-verification-id-me-delay/103-b3a5de8e-9150-464f-9020-7fff939b9b17
https://www.cpr.org/2021/07/07/colorado-unemployment-idme-glitch-internet-access/
https://nclej.org/wp-content/uploads/2022/08/Designed-to-Exclude-Report-Aug-24-2022.pdf
https://clsphila.org/wp-content/uploads/2021/11/IDme-issue-brief-final-11-2-2021.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4063962
https://statescoop.com/massachusetts-idme-identity-facial-recognition/
https://files.codeforamerica.org/2021/06/16174016/filer-learnings-and-recommendations-april-2021.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4063962
https://www.cbpp.org/blog/lessons-learned-from-unwinding-can-improve-medicaid
https://www.gao.gov/products/gao-23-106696
https://www.cbpp.org/research/health/remote-identity-proofing-better-solutions-needed-to-ensure-equitable-access
https://www.reuters.com/article/legal/spending-to-fight-u-s-unemployment-fraud-brings-boost-scrutiny-to-alphabet-funde-idUSNIKBN2ES1DA/
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In 2023, the DBN published a report and open dataset cataloging authentication and identity-proofing practices in

online benefits applications. We established a data-sharing partnership with Code for America to facilitate our
research and support their Benefits Enrollment Field Guide. Our research identified key trends across SNAP, TANE,
MAGI Medicaid, Childcare, WIC, and UI applications:

Across programs, most online applications require users to create an account
before they can apply for benefits.

Two-thirds of those account creation processes require users to provide an email address.

About a third of online applications require or prompt identity proofing steps
during the application.

Identity proofing is most common in UI applications. Outside unemployment insurance,
identity proofing was most common for applications that included MAGI Medicaid.

Identity proofing methods vary across programs.

We found evidence that 22 labor agencies were using biometrics for identity proofing.

Other programs used KBV rather than biometrics.

Code for America compared their 2023 Field Guide to the assessment of online applications they conducted in 2019.
They found a 75-percent increase in identity-proofing requirements or nudges in 2023 as compared to 2019. The DBN

will be releasing an updated version of our dataset in late 2024.
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https://www.digitalbenefitshub.org/publications/digital-authentication-and-identity-proofing-data
https://codeforamerica.org/explore/benefits-enrollment-field-guide/
https://codeforamerica.org/explore/benefits-enrollment-field-guide/
https://www.codeforamerica.org/explore/bringing-social-safety-net-benefits-online/?_gl=1*1u6ik24*_ga*NTQ5MDQyMjY3LjE2ODYyNDI0Nzg.*_ga_E86H6WZB5K*MTcxMDUyNjM4NC4yMC4wLjE3MTA1MjYzODQuNjAuMC4w
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Methods Matter

KBV questions can create obstacles for people with limited credit history. KBV may also be a barrier for immigrant
parents applying for services on behalf of their children. Because of data breaches, answers to KBV questions may
also not be secret. The National Institute of Standards (NIST) has outlined limits on the use of KBV. In 2019, the

Government Accountability Office recommended several federal agencies stop using KBV. Approaches to identity

proofing—like KBV—which rely on a private company holding large amounts of information about individuals, also

raise privacy concerns.

Use of biometrics for identity proofing also presents potential issues. Facial recognition technologies (FRT) refer to

digital tools used to perform different kinds of tasks on images or videos of human faces, from determining if a face is
present in an image to determining whose face is present. The use of FRT, whether for "face verification" or “face

identification,” raises broader questions about privacy, data sensitivity, and surveillance, including:

Who has access to facial images;

How is that data stored and used; and

How long is this type of data held.
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https://www.cbpp.org/research/health/removing-barriers-to-access-from-remote-identity-proofing
https://www.gao.gov/products/gao-19-288
https://pages.nist.gov/800-63-FAQ/
https://www.gao.gov/products/gao-19-288
https://www.politico.com/news/2022/12/21/data-brokers-privacy-federal-government-00072600
https://assets.website-files.com/5e027ca188c99e3515b404b7/5ed1002058516c11edc66a14_FRTsPrimerMay2020.pdf
https://www.aclu.org/letter/coalition-letter-government-use-facial-recognition-identify-verification-services
https://cdt.org/wp-content/uploads/2022/06/2022-06-02-Public-Agencies-Use-of-Biometrics-to-Prevent-Fraud-and-Abuse-Risks-and-Alternatives.pdf
https://assets.website-files.com/5e027ca188c99e3515b404b7/5ed1145952bc185203f3d009_FRTsFederalOfficeMay2020.pdf
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1:1 COMPARISONS 1:MANY COMPARISONS

An image or recording of a face is compared An image or recording of a face is compared

against an existing image of a person’s face to against many other faces in a gallery to find a

verify a person is who they claim to be. match and identify someone.
When information like a password or username leaks in -+ The General Services Administration is currently
a data breach, it’s possible to change it. It may be conducting an equity study of remote identity
harder to re-secure your private data if leaked proofing. The study's report, examining
information includes biometric data. Questions about performance of proofing checks, like facial
data security and privacy can become especially urgent verification across different sociodemographic
when private companies own the data. Growing use of factors, will be released in fiscal year 2025.

artificial intelligence means there are also potentially

In early April 2023, the U.S. Department of
Labor’s (DOL) Office of Inspector General

released an alert memo pointing to “urgent equity

new security challenges for FRT systems from

deepfakes.

d 1 ” ding th f facial
Beyond data security, FRT can pose equity problems. and security concerns” regarding the use of facia
Research (from NIST and other academics) found biases in

commercially-available facial recognition algorithms.

recognition technology in unemployment

insurance programs.

These biases mean these tools may be less good at -+ DOL’s Employment and Training Administration
identifying faces of Black, Asian, and Native American released Unemployment Insurance Program Letter
individuals. Although accuracy may be improving, UIPL) No. 11-23 in July 2023. The letter

social scientists have raised concerns about the ways “encourage[d] states to carefully review ID

that FRT may reify racial and gender categories. False verification/proofing solutions that use biometrics
positive and false negative outcomes produced by such as facial recognition” and noted that states
biometric systems can also be serious. In the public using facial recognition technology for identity
benefits context, a false negative may block an eligible proofing “must test the system for biases.”
applicant from applying.

+ In April 2024, the Government Accountability

. . . Office released a report examining the state of
There is no comprehensive federal regulation or . L. . ; -
o . . biometric identification technologies and pathways
legislation related to biometrics. However, federal .
. . . . . . to address areas of concern about their use.
agencies are evaluating biometric technologies and their

use for identification. For example:
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http://beeckcenter.org/digIDglossary
http://beeckcenter.org/digIDglossary
https://www.aclu.org/news/privacy-technology/three-key-problems-with-the-governments-use-of-a-flawed-facial-recognition-service
https://idforum2024.sched.com/event/1YaN8/panel-ai-is-here-what-does-it-mean-for-identity
https://www.centerforcybersecuritypolicy.org/insights-and-research/ai-is-here-what-it-means-for-digital-identity-and-cybersecurity
https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8280.pdf
https://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf
https://pages.nist.gov/frvt/reports/travel/frvt_travel_report.pdf
https://lpeproject.org/wp-content/uploads/2019/11/dc4df-facialrecognitionisplutonium-stark.pdf
https://assets.website-files.com/5e027ca188c99e3515b404b7/5ed1002058516c11edc66a14_FRTsPrimerMay2020.pdf
https://identityequitystudy.gsa.gov/
https://www.performance.gov/blog/2024-equity-in-action-gsa-study-remote-identity-proofing-technologies/
https://www.oig.dol.gov/public/reports/oa/2023/19-23-005-03-315.pdf
https://www.dol.gov/agencies/eta/advisories/uipl-11-23
https://www.gao.gov/assets/gao-24-106293.pdf
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“Lower friction” methods to evaluate applicant’s activity online—like fraud detection tools—also present challenges.
In early 2024, the Electronic Privacy Information Center brought a complaint to the Federal Trade Commission
arguing that a fraud detection tool commonly used by states may regularly be inaccurate.

While identity proofing is more often discussed as a barrier for applicants and beneficiaries, account creation and
authentication practices matter too. Having reliable, secure access to an online account can enable users to:

Log back into a portal later;

Save their progress and complete an application over multiple sessions;

Check their application status;

Provide additional documentation; or

Manage their case after they have been determined eligible for benefits.
We know from research in other contexts that burdensome authentication practices might nudge users to avoid

applications or find workarounds. When authentication is deemed important for a particular interaction, public

benefits programs should align authentication strategies with wider security best practices. This might mean not

requiring passwords with special characters, or regular password updates. It's also important to consider usability for
specific populations. For example, will a third-party authenticator application work well for a particular group?
Additionally, authentication strategies need to conform with program requirements. For example, the U.S. Department
of Agriculture’s Food and Nutrition Service (FNS) has previously stated that applications for SNAP cannot require
users to submit an email address, and any account registration must provide a simple system to set up usernames,

application numbers, and/or passwords.
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https://epic.org/wp-content/uploads/2024/01/EPIC-FTC-Thomson-Reuters-Complaint.pdf
https://link.springer.com/chapter/10.1007/978-3-319-07308-8_23
https://www.ncsc.gov.uk/guidance/authentication-methods-choosing-the-right-type
https://www.sciencegate.app/document/10.1108/ics-07-2021-0093
https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
https://www.fns.usda.gov/snap/admin/online-application-best-practices
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Conclusion

Going forward, the DBN is eager to collaborate with
partners and state agencies to evaluate programmatic
needs and risks. We believe state agencies should use
resources like the NIST guidelines and risk assessment
framework to determine whether and at what level
authentication and identity proofing solutions are
necessary for a given benefits program context. State
agencies should consider what data is available to

streamline verifications, including for identity when

relevant. We hope to explore how clearer guidance and
implementation materials can empower state agencies
to effectively assess their digital identity practices to

prioritize access and information security.

In our future work on digital identity, we will
focus on the public benefits space, while
keeping the larger landscape in mind. To
engage with the DBN on this topic, please visit

our Digital Identity Community of Practice

page, or reach out via digid@georgetown.edu.
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https://csrc.nist.gov/pubs/sp/800/63/4/2pd
https://www.cbpp.org/research/health/how-to-streamline-verification-of-eligibility-for-medicaid-and-snap
https://www.digitalbenefitshub.org/community/digital-identity-community-of-practice
https://beeckcenter.org/digid_practices

